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LEARNING OBJECTIVES

Discuss the importance of incident
response preparedness

Review the incident response process

Identify testing that can be done to
prepare an organization for an incident

EideBailly.
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Today’s Learning Objectives


\
‘ Recent Breaches
\

‘ Incident Response Myths
\

‘ Incident Response Process

|
‘ Incident Response Do’s & Don'ts

/
‘ Next Steps
/
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PREVENTION

Best thing to do is prevent incident

before it happens.

Follow the foundational security

controls found in the guidebook.
* Privileged Access

* Data Backup & Recovery
 Multifactor Authentication

* Endpoint Protection

e Firewall w/ Security Services

* Email Security

*  Wireless Security

* Password Management

EideBailly.
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Not our focus here today, but very important
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RECENT INCIDENTS



BREACHES OF 2020
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Don’t want to talk about these breaches but shows even organizations with millions of dollars in security have incidents.

https://www.identityforce.com/blog/2020-data-breaches
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Overview:
*Ransomware attack.

*(lient chose not to pay
ransom.

*Systems could not be used for
seven days.

*Data backups unreliable.
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Veridian Dynamics is a manufacturer located in the mid-west.

Background
The first indications that something was wrong came from operations support staff who notified the IT department that they couldn’t access files in a shared folder.  
Things quickly escalated from there.  Within hours a large portion of the organization’s systems where taken over by the virus – they were unusable.

Our Involvement
That’s when they called our cybersecurity team.
Within twenty-four hours, our team was on-site with the client.  We quickly began our forensics investigation to determine the source and scale of the attack.  
Our security experts and network engineers worked alongside their IT team to formulate and execute a plan for restoring systems.  
At this point, every single system they had needed to be rebuilt from scratch.  
Unfortunately, most of the data backups they had kept proved unreliable.  A lot of the organization’s data was just lost. 

Over the course of the next week, our cybersecurity experts guided the organization in rebuilding its systems.  We also identified gaps in the organization’s security that required immediate attention and put in place many of the preventative security tools that will protect them moving forward.  

Financial Impact
President and CEO of company estimated losses at $1M to $1.5M
Perhaps an even greater financial impact was the activity we discovered that indicated the cyber criminals may have stole some of the organization’s intellectual property before deploying their virus as they were leaving.  The value of those product designs could eclipse the initial monetary loss.

What is so sad…
Breach 8 months earlier.  At that time, we provided recommendations that would have stopped this second, costly attack.  They chose not to act on our recommendations.  
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Overview:

Victim of wire transfer fraud.

e Criminals had access to all the
organization’s email.

*Exposed 1,300 records with

, personal privacy information.
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Sisters of Charity Foundation is a non-profit organization based in the mid-west.

Background
The first indications of this cyber attack began when the Office Manager received an email from the CEO requesting a wire funds transfer for $200,000.  The Office Manager executed the transfer as instructed.
In a leadership meeting a few days later, the Office Manger brought up the requested wire funds transfer, and it was apparent the CEO hadn’t made that request.


Our Involvement
That’s when they called our cybersecurity team.
Their initial request was for us to help them understand how the fraudulent wire transfer took place.
We know from experience – because of how the criminals used the organization’s email system – that there was something more going on. 
Within twenty-four hours, our team had identified the criminal activity within the email system.  
What we found was very troubling.  
The criminal had gained access to the CEO’s email account.  They could control the CEO’s email – they could read, delete, create messages.
On top of that, because the CEO was unnecessarily setup to be an administrator in the email system, the criminals could access every message on every account in their email system.
It was a worst-case scenario.  
Now, our objective changed.  We needed to determine if personal or privacy data was every sent or received in an email.  
If it had, there was a chance the criminals had taken a copy of that data, and Sisters of Charity would be responsible for notifying those victims that they had lost their data.
Unfortunately, our cybersecurity team found that 10 years ago a spreadsheet containing 1,300 records of employee personal information was attached to an email.
Sister of Charity was required to send notifications to all 1,300 of these individuals and offer 2 years of credit monitoring services.

After this incident, Eide Bailly took over as their IT and security provider.  We’ve implemented the tools and practices that will protect and keep them safe so this does not happen again.  

Financial Impact
Between the fraudulent wire transfer and breach remediation, we estimate this cyber attack cost the organization between $400K -$450K.
They did not have cyber liability insurance, so they paid for it all on their own.

What is so sad…
We could see that the cyber criminals had been in their email systems for months before they acted. We have the tools that would have prevented this breach.  We could have saved them all that money and heartache.  



MYTHS

* The higher the spend, the
better the security

* All you need is Anti-Virus
* I'm set, | have cyber insurance

* I'm not responsible for
Cybersecurity
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First, lets get it out on the table, these are 4 of the numerous myths associated with Cybersecurity preparedness. 

The more you spend, the more secure you are
$$$ Does not equal security
Proactive, cost efficient things you can do
Proactive is less expensive than reactive
All you need is anti virus.
NO! A multifaceted security approach is best
Considerations:
Business Risk
PPT
Size/Industry
Data Sensitivity
Compliance/Regulation mandates
Stakeholders
I’m ok, I have cyber insurance
Great tool to minimize risk but it is a reactive measure. I assume 100% of company’s that have utilized their cyber insurance would rather not have. 
Its not my job. (this is where culture comes into play. We are all responsible for the safety of our customers data and the security of the organization) OWNERSHIP
We’ll talk more about this as we dissect what the building blocks of cybersecurity culture are. 




TERMINOLOGY

* Receiving an * Malware
email infection

* Updating * Distributed
operating denial of
system service

* Firewall attacks
policy was * Unauthorized
modified access

* Data Loss

e Unauthorized
access

* [nsecure
storage or
transmission

11y
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Event
An event is any observable occurrence in your IT infrastructure. An event can be something as benign and unremarkable as typing on a keyboard or receiving an email. Each time that happens, it counts as an event.�An event doesn’t have to be a problem; updating your firewall is an event.
Security Events are events that could affect your information security specifically. Businesses will face many of these – security measures deal with most of these and are unnoticed or not acted upon.

Incident
Not all events are incidents, but all incidents are events. Like how all thumbs are fingers, but not all fingers are thumbs. An incident is an event that negatively affects IT systems and impacts on the business. It’s an unplanned interruption or reduction in quality of an IT service. For example, a DDoS attack, or flooding of a server room are both incidents. Events don’t have to be negative – incidents always are.
A Security Incident has a similar relationship to a Security Event. It specifically affects a business’ information security – normally by damaging or breaching it. Again, while the majority of Security Events don’t need dealing with, a Security Incident requires action.
�Breach
“a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to, personal data transmitted, stored or otherwise processed.” Personal data is any information that can lead, either directly or indirectly, to the identification of a natural person.

Probably most notable was the guidance issued by the United States Department of Health & Human Services (“HHS”) Office of Civil Rights (“OCR”) in 2016. Specifically, HHS OCR explained that “When electronic protected health information (ePHI) is encrypted as the result of a ransomware attack, a breach has occurred because the ePHI encrypted by the ransomware was acquired (i.e., unauthorized individuals have taken possession or control of the information), and thus is a “disclosure” not permitted under the HIPAA Privacy Rule.”


STATISTICS
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Cyberattacks are the fastest Ransomware claims a new On average 315 days to detect
growing crime in the US victim every 5 seconds and contain Malicious Breach
. -
TN R
The 2020 average cost per Breach: 839% of data breaches against
* $3.86 million per breach worldwide. small businesses are financially
o $8.64 million in the US. motivated.

EideBailly.

Statistics from Cybersecurity Ventures, Accenture, Hashedout, EY, Ponemon
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Cyberattacks are the fastest growing crime in the US, and they are increasing in size, sophistication and cost.
The current average cost per cyberattack on businesses is $380K per incident.
Ransomware, the fastest-growing type of cybercrime, will claim a new victim every 5 seconds.
83% of data breaches against small businesses are financially motivated.
Customer information, financial data, strategic plans, and board member information is considered the most valuable data by cyber criminals.
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CYBER INCIDENTS ARE NOT TO BE TAKEN
LIGHTLY BECAUSE IT'S NOT A MATTER OF
"IF" YOU WILL GET BREACHED, IT IS A
MATTER OF "WHEN" IT WILL HAPPEN



Restore operations

Minimize losses

Fix vulnerabilities quickly and thoroughly
Strengthen security to avoid future incidents

==

Your future self will

thank you for the time

and effort you invest
on the front end.
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Incident response is a plan for responding to a cybersecurity incident methodically. If an incident is nefarious, steps are taken to quickly contain, minimize, and learn from the damage.


A data breach should be viewed as a “when” not “if” occurrence, so be prepared for it. Under the pressure of a critical level incident is no time to be figuring out your game plan. Your future self will thank you for the time and effort you invest on the front end.
Incident response can be stressful, and IS stressful when a critical asset is involved and you realize there’s an actual threat. Incident response steps help in these stressing, high pressure situations to more quickly guide you to successful containment and recovery. Response time is critical to minimizing damages. With every second counting, having a plan to follow already in place is the key to success.
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INCIDENT RESPONSE PROCESS



INCIDENT RESPONSE PROCESS
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Preparation Detection & Containment, Post Incident

Analysis Eradication, & Activity
Recovery

EideBailly.
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Preparation
Detection and Analysis
Containment, Eradication, and Recovery
Post-Incident Activity
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PREPARATION

Preparation phase is very important.

Proper preparation:
* Allows for quicker and more effective incident handling

* Lowers probability of an incident occurring (incident prevention)

\I/
/@\

Preparation Detection & [l Containment, | Post Incident
Analysis Eradication, & Activity
Recovery




This phase will be the work horse of your incident

response planning, and in the end, the most crucial
phase to protect your business

4 Steps of Preparation
1. ldentify Key Assets

2. Prioritize Risk

3. Incident Response Plan
4. Test

==

Imagine doing a
speech with no
preparation.

< PREPARATION |,
1S THE KEY
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During this presentation we are going to focus on the first stage of preparation. We will briefly touch on the other stages, but for today we want to focus on preparation. 


STEP1: IDENTIFY CRITICAL SYSTEMS AND ASSETS

Identify critical data

* Find out where this information is stored. Is it on single
machine in your office? Is it on a remote server? Is it stored
in the cloud, by a third party?

Identify key processes and systems
*  What business processes and systems are critical to keep
your organization running?

Identify key partners
*  What partners, vendors, and third-parties do you need to
contact in the event of an incident?

EideBailly.
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Identify what electronic information is essential to keep your organization running, such as contact details, emails, calendars, and essential documents. 

What are your crown jewels?
Your crown jewels are the things most valuable to your organization. They could be valuable because you simply couldn't function without them, or because their compromise would cause reputational damage, or it would incur financial loss. Some examples could be:
bulk personal data
intellectual property
your public-facing website
industrial control systems
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STEP 2: PRIORITIZE THE RISK, AND MANAGE IT

Prioritize where you need the most
protection.

Consider what would happen if you
no longer had access to the critical

HIGH

systems or assets you've identified.

By understanding:
 What's important to your business?

 Why it's important, and

* What are you doing to protect
them?

EideBailly.
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It is critical that this is an active and ongoing discussion between Boards and their experts:
Boards will have business insight that technical teams may not have (such as which particular partner relationship must be prioritized)
technical teams will have insight into the enablers for key objectives (such as which networks or systems do particular partners rely upon)
Only by bringing these two together can you get a full picture of what is important to protect.
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STEP 3: CREATE AN INCIDENT RESPONSE PLAN

Essential Elements Preferred Elements Optimized Elements

A list of roles and All elements within essential All elements within essential and
responsibilities + preferred

+

Detailed playbooks Inclusive When It Comes to
Stakeholders

- S . .
A business C0n1.'InU.I1'y plan, o Strsticahies and cosls
reference continuity plan

Key contact information
e Authorities Inventory of tools

. . e . Reporting
Insurance Provider(s) Prioritization of issues

* Vendors System Details (Network

* Legal Diagrams/ Data Flows)

Communication plans

Senior management
approval



Presenter
Presentation Notes
Business continuity planning aims to maintain continuous business operations during disasters, emergencies, and other business disruptions.


STEP 4: TESTING

Once you have a clear, documented plan in place, you should periodically test
it through simulations to assess effectiveness and make continuous
improvements.

Conduct Tabletop exercises

* A security incident preparedness
activity, taking participants through
the process of dealing with a

simulated incident scenario and

providing hands-on training for
participants that can then highlight
flaws in incident response planning.

EideBailly.



STEP 4: EXAMPLE TABLETOP EXERCISE SCENARIOS

Scenario

A user calls the service desk
complaining that their
device files won't open.
Appears to be ransomware.

Scenario

Multiple employees stated
their identity has been
stolen. Found that CFO was
tricked into sending all
employees W-2 to
criminals.

Discussion Questions

Would the organization ever pay the ransom?
Is a cost benefit needed to be done?

Can the organization retrieve all of the
necessary data from backups? Does the
organization know how long the restoration
process will take?

What steps will you take if restoring from
backup is not an option?

Discussion Questions

How does your organization handle this
disclosure of PII?

Who do you contact regarding the disclosure?
Who would be responsible for taking the
lead?

What policies or practices do you have in
place to address the data loss?

What should management do? Who elsein
the organization should be involved?

Curveballs

Backups are a week old

Backups are encrypted

Appears to be isolated to a specific
department, then two days later another
department is hit

Lead IT service desk is on vacation

You were able to recover the encrypted data,
but soon realize the data will be posted online
if ransom isn't paid.

Curveballs

Employees go to social media to complain and
worry their information has been stolen.
Local news picks up the story as a possible
breach at your organization

Lead IT personnel just had a baby and on
leave.




STEP 4: TESTING

Once you have a clear, documented plan in place, you should periodically test it
through simulations to assess effectiveness and make continuous improvements.

Conduct simulated real-world incidents “Fire Drills”
* These tests not only evaluate what your team would do when faced up
against a major incident, but how they would do it.

* Examples:
e Communicate without email and/ or phones
e Simulated phishing
* Work from home
e Utilize backup solution

EideBailly.
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PREPARATION - MISTAKES TO AVOID

Plans are not
Adopting “one-

size-fits-all”’
plans

regularly

reviewed and
updated

Above all, remember the worst mistake any company can make when it
comes to security incidents: thinking it couldn’t possibly happen to them.

EideBailly.
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Adopting “one-size-fits-all” plans – Many corporations simply take boilerplate incident response plans and apply them to their systems. Unfortunately, these plans can be overly complicated (slowing analysis and response times) because they take too many irrelevant factors into account, and may also be out-of-date compared to evolving technology. It’s important to have an objective party analyze your company’s specific network needs and weak points and craft a unique response strategy. This will also ensure that all steps in the plan are relevant to the relevant systems.
Plans are primarily reactive rather than proactive – While, in its very nature, a successful attack will tend to catch a company off-guard, the more your business is alerted to the potential of an attack and poised to respond swiftly, the more damage will be mitigated and the less intensive recovery efforts will have to be. However, if security response plans are passive and those responsible for implementing it are not carefully monitoring threat activity, the extent of the breach can be expansive before the barest defense is raised.
Plans are not regularly reviewed and updated – Every year, companies with security incident response plans should bring their current processes under review, determine its effectiveness, patch required updates, and reinforce training. Cybersecurity threats are constantly being updated and adapted with new technology and virtual vulnerabilities being exposed, and plans that don’t take this into account will swiftly be rendered ineffective. A plan is never a “one and done” event. It is an ongoing process that constantly shifts with the industry.
Above all, remember the worst mistake any company can make when it comes to security incidents: thinking it couldn’t possibly happen to them.

https://fraudwatchinternational.com/security-awareness/security-incident-response-planning-mistakes/
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DETECTION AND ANALYSIS

The main purposes of this phase are to determine whether the incident is really
occurring and analyze its nature.

* Noticing signs of an incident (called “precursors” and “indicators”)

* Analyzing these signs

* Documenting the incident

* Prioritizing incidents

* Incident notification

= Q

Preparation Detection &  [ESelaie1lalagllg) s
Analysis Eradication, &
Recovery
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Post Incident
Activity
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CONTAINMENT, ERADICATION, &
RECOVERY
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CONTAINMENT, ERADICATION, AND RECOVERY

Containment: The actions required to prevent the incident or event from
spreading across the network.

Eradication: The actions that are required to completely wipe the threat from
the network or system.

Recovery: The actions required to bring back the network or system to its former
functionality and use.

i o BB

Preparation Detection & EEUICININELIAEE Post Incident

Analysis Eradication, & Activity
Recovery
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Containment
 Questions to address �What’s been done to contain the breach short term?
What’s been done to contain the breach long term?
Has any discovered malware been quarantined from the rest of the environment?
What sort of backups are in place?
Does your remote access require true multi-factor authentication?
Have all access credentials been reviewed for legitimacy, hardened and changed?
Have you applied all recent security patches and updates?

Eradication
 Questions to address �Have artifacts/malware from the attacker been securely removed?
Has the system be hardened, patched, and updates applied?
Can the system be re-imaged?

Recovery
 Questions to address �When can systems be returned to production?
Have systems been patched, hardened and tested?
Can the system be restored from a trusted back-up?
How long will the affected systems be monitored and what will you look for when monitoring?
What tools will ensure similar attacks will not reoccur? (File integrity monitoring, intrusion detection/protection, etc.)
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POST INCIDENT ACTIVITY

A Y ! 7/
/@\
=

Preparation DR EelNEIRINENIM  Post Incident

Analysis Eradication, & Activity
Recovery




POST-INCIDENT ACTIVITY

Once the investigation is complete, hold an after-action meeting with all relevant
members and discuss what you’ve learned from the data breach. This is where
you will analyze and document everything about the breach. Determine what
worked well in your response plan, and where there were some holes.

Lessons learned from
both mock and real &'@' L
events will help :LE —,@\—
strengthen your systems =
against the future Preparation Detection & [ Containment, BTl Tells[=]a]s

attacks. Analysis Eradication, & Activity
Recovery
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Post-Incident Activity

Questions to address �What changes need to be made to the security?
How should employee be trained differently?
What weakness did the breach exploit?
How will you ensure a similar breach doesn’t happen again?
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INCIDENT RESPONSE DON'TS

Unplug or Power :
Off Any Network Wipe and/or

Devices.

Pay the Ransom Notify of the
Right Away. Incident.

Restore Devices.

Contact the
Attackers.

Run an Anti-Virus
(A/V) Scan.

EideBailly.



INCIDENT RESPONSE DO’S

Isolate /Segregate
the Network.

Unplug the
Network Cable.

Deploy an
Endpoint Detection

and Response
(EDR) Tool.

Initiate a Global
Password Reset.

Map the Network
and Create an
Inventory of
Devices.

Document Incident.

Preserve Logs.

Take a Screenshot
of or Otherwise
Preserve the
Ransom Note.

Consideration of
Creating Full Disk
Forensic Images.
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NEXT STEPS

e Don’t Wait!

e Simple Preventative measures can
be implemented quickly

e Start your incident response
preparedness

* There is Help
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Don’t Wait!
Your data has never been more at risk than it is today.
The costs of a cybersecurity incident (both financial impact and reputation) is real 
There are preventative things you can do to minimize risk.
Simple Preventative measures can be implemented quickly
Build your policies and procedures
Assessing for Gaps/Vulnerabilities
Roadmap your cybersecurity program
Utilize your Trusted Relationships
If there are any questions/comments/concerns, I am happy to talk individually to address them. 



Your data has never been more at risk than it is today.
The costs of a cybersecurity incident (both financial impact and reputation) has never been greater.
There are preventative things you can do to minimize risk.
Now is the time to get involved. The longer you wait, the greater the cost.
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CPAs & BUSINESS ADVISORS

QUESTIONS?

This presentation is presented with the understanding that the information contained does not constitute legal, accounting or other professional advice. It is not intended to be responsive to any
individual situation or concerns, as the contents of this presentation are intended for general information purposes only. Viewers are urged not to act upon the information contained in this presentation

without first consulting competent legal, accounting or other professional advice regarding implications of a particular factual situation. Questions and additional information can be submitted to your
Eide Bailly representative, or to the presenter of this session.
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Trent L. Leavitt Matthew Solomon
Digital Forensics

& Incident Response Manager

tleavitt@eidebailly.com
385.282.5460

Manager - Cybersecurity Services

msolomon@eidebailly.com
385.282.5422

eidebailly.com
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